IMpuaoxenue Ne2.
NudopmannonHasi naMATKA 1151 00yYAIOIIAXCSA
JJIA pa3MelleHusl Ha 0(pUIHAIbHBIX HHTEPHET-pecypcax

C kaxapIM TOJ0M MOJ0/ie’)ku B IHTepHeTe CTaHOBUTCS OOJIbIIE, a IIKOJIBHUKHU OJHH U3
CaMbIX AaKTUBHBIX Noab30BaTener PyHera. Mexnay TemM, MOMHUMO OTIPOMHOIO KOJIMYECTBA
BO3MOYKHOCTeH, IHTepHET HeceT W mpoOaeMbl. DTa MmaMsITKa J0HKHA TOMOYb TeOe 6e30macHo
HaXOJUThCS B CETH.

Komnviomepnuie eupycoi

KomnbroTepHblii  BUpYC — 3TO  Pa3HOBUAHOCTb  KOMIIBIOTEPHBIX IPOrpaMM,
OTJIMYMUTENBHON OCOOEHHOCTBhIO KOTOPOM SIBIISIETCSI CHOCOOHOCTh K pa3MHOXKeHuo. B
JIOTIONIHEHHE K 3TOMY BHPYChI MOTYT MOBPEAUTH WM MOJHOCTBIO YHUUYTOKUTH BCE (ailiibl U
JIaHHbIE, TTOJKOHTPOJIbHBIE MOJIb30BATENI0, OT UMEHH KOTOPOro ObLIa 3amylleHa 3apakeHHas
porpamma, a Takke MOBPEAMTh WU JaK€ YHHYTOXXHUTH ONEPALMOHHYIO CHCTEMY CO BCEMHU
¢aitamu B 1ies10M. B 00IBIIMHCTBE cllydaeB pacpoCTPaHAIOTCS BUPYCHI yepe3 HTepHeT.

MeToibl 3aIMTHI OT BPEAOHOCHBIX IPOTPaMM:

1. Hcnonb3yii cOBpeMEHHBIE OllEepallMOHHbIE CUCTEMBI, UMEIOIINE CEePbe3HbIN YPOBEHb
3aIIMUTHI OT BPEAOHOCHBIX IPOIPaMM;

2. IlocrostHHO ycTaHaBnmMBail maT4d (IIUQPPOBBIC 3aIIATKH, KOTOPHIE aBTOMATHYECKU
YCTaHABJIMBAIOTCS C LEIbI0 JOPAaOOTKU MPOTPaMMbl) U Apyrue OOHOBJIECHUS CBOEH
ormepanoHHOW cuctembl. (CkauumBaili WX TOJNBKO C OQUIMAIBLHOTO caiTa
paspadotunika OC. Ecam cymiecTByeT peXuM aBTOMAaTHUYECKOTO OOHOBIICHUS,
BKJIFOYH €T0;

3. Paborail Ha cBoeM KOMIIbIOTEpE MO/ MpaBaMu MOJIb30BATENs, a HE aAMUHUCTPATOPA.
OTO HE MO3BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX HPOTPaMM HHCTAJUIMPOBATHCA Ha
TBOEM IIEPCOHATIBHOM KOMITBIOTEPE;

4. Vlcnonw3yil aHTUBUPYCHBIE MPOTPAMMHbBIE MPOAYKTHI M3BECTHBIX MPOU3BOAUTENEH,
C aBTOMaTH4YE€CKHUM OOHOBJICHHEM 0a3;

5. Orpanunub GU3NYECKHI JOCTYN K KOMIIBIOTEPY /ISl TOCTOPOHHUX JIMII;

6. Hcnonb3yil BHEIIHME HOCUTENU MH(OpMAIMK, Takue Kak Quielka, JUCK uiu ¢ain
u3 MHTepHEeTa, TOIBKO U3 NPOBEPEHHBIX UICTOUYHHUKOB;

7. He oTkpbIBail KOMIbIOTEpHBIE (ailsibl, TOTYyYCHHbIE U3 HEHAJEKHBIX HCTOUYHUKOB.
Jlaxxe Te (ailnpl, KOTOpbIE MpHCIal TBOW 3HAKOMBIN. Jlydiie yTouHM y Hero,
OTIIPABJISUT JIU OH Tebe X.

Cemu WI-FI
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Wi-Fi — 310 He BUI niepeiayn JaHHBIX, HE TEXHOJOIHs, & BCETO JIMIIb OpeHJI, Mapka.
Eme B 1991 romy Huuepnaniackas komnanusi 3apeructpupoBasia Openn «WECA», dro
ob6o3nHauano cioBocouyetanue «WirelessFidelity», KoTopbiii IepeBOAUTCS KaK «OECIIPOBOIHAS
TOYHOCTB.

Jlo Hamero BpeMeHHW aompia apyras abOpeBHarypa, KOTOpas SIBISETCS TaKOW e
TexHoyioruei. Oto abbpeBmatypa «Wi-Fi». Takoe Ha3BaHue OBLIO JaHO C HAMEKOM Ha
CTaHJApT BBICIIHNI 3ByKOBOH TexHUKHU Hi-Fi, 4T0 B mepeBoie 03HaYaeT «BBICOKAS TOYHOCTHY.

Jla, OecniaTHBIA MHTEPHET-IOCTYI B Kade, OTENsAX U a’pornopTax SBISETCS OTIMYHON
BO3MOKHOCTBIO BbIXoJa B MHTepHeT. Ho MHOrMe skcnepThl CUMTAIOT, YTO OOIIEJOCTYIIHbIE
Wi-Fi cetu He SBIISAIOTCS O€30MaCHBIMH.

CoBeThI 10 0€30MaCHOCTH MPHU paboTe B 0OIIEIOCTYMHBIX ceTsx Wi-Fi:

1. He mepenaBaii cBOIO JHMYHYH HH(pOpMamnuio depe3 odmenoctynabie Wi-Fi cerm.
PaGoras B HUX, KenaTeIbHO HE BBOJUTH MApOJM JOCTyMNa, JIOTUHBI U KaKUE-TO
HOMeEpa;

2. Hcnonn3yii m OOHOBISH aHTHBUPYCHBIE IPOTpaMMbl U OpaHaMaysp. TeM caMbiM T
oOe3ormnacunib ceds OT 3aKayKu BUPYyca Ha TBOE YCTPOUCTBO;

3. Ilpu ucnonb3oBanuu Wi-Fi otkmoun dynkuuio «OO0muit moctyn k (daiimam u
npuHTepam». JlaHHas QYHKOUS 3aKpblTa MO YMOJYAaHHUIO, OJHAKO HEKOTOpHIE
M0JIb30BATEN aKTUBUPYIOT €€ JIIsl y100CTBa UCIIOJIb30BaHUs B paboTe Uiu yueoe;

4. He ucnonp3yit myonuunabiii Wi-Fi s nmepenadu TUYHBIX TaHHBIX, HAIPUMEp, JJIS
BBIX0/1a B COI[MAJIbHBIE CETH WJIU B 3JICKTPOHHYIO MOUTY;

5. Ucnonb3yit Tonbko 3anuiiennoe coenunenue yepe3 HTTPS, a ue HTTP, T.e. npu
Habope Beb-aapeca BBOIM UMEHHO «https://»;

6. B moOunpbHOM Tenedone orkmoum pynkuuio «llogkimrouenne k  Wi-Fi
apTomMaTuyeckm». He pomyckaid aBTOMAaTHYECKOTO IMOJKIKOYEHHS YCTPOMCTBA K
cetssm Wi-Fi 6e3 TBoero cormacusi.

COI/;UCZJZbele cemu

ConuanbHble CETH aKTUBHO BXOJST B HAIly KM3Hb, MHOTHE JIIOJIA PA0OTAIOT U KUBYT
TaM MOCTOSIHHO, a B Facebook yke 3apernctpupoBaH MIITHAP YETOBEK, YTO SBJISICTCS OJHOU
CebMOM BCEX JKUTENEH IaHeThl. MHOTHE IMOJIb30BaTeNId HE MOHUMAIOT, YTO WH(POpPMAIIUS,
pa3MelieHHas MU B COIMANLHBIX CETSIX, MOXKET OBITh HAlICHA U MCIIOIh30BaHA KEM YTOJHO,
B TOM YHCJIE HE 0053aTEIHHO ¢ O1ariMu HAMEPEHUSIMH.

OCHOBHBIE COBETHI IO 0E30IMACHOCTH B COIIMAIBHBIX CETIX:
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1. Orpannub cnmucok npy3eid. Y TeOs B APY3bsIX HE JODKHO OBITh CIydallHBIX H
HE3HAKOMBIX JIIOCH;

2. 3amminail cBOI YaCTHYIO »kM3Hb. He ykaspiBail maponu, TenedoHsbl, aapeca, aary
TBOETO POXKJIEHUS U JPYIYyI0 JIMYHYIO HHPOpMalMIO. 3J0YMBIIUIEHHUKA MOTYT
UCIOJIb30BaTh Jlake MH(OPMALIMIO O TOM, KaK Thl U TBOM POJUTENH ILIAHUPYETE
IPOBECTU KAHUKYJIBI;

3. 3ammuiaii CBOIO pemyTaluio — JepXKU €€ B YHCTOTE U 3ajaBail cebe BOIIPOC: XOTel
Obl Tbl, 4TOOBI JIpyrHe IOJIb30BAaTEIM BUJENH, 4TO Thl 3arpyxkaems? [lomymaii,
IPEKJE YEM YTO-TO ONyOIMKOBATh, HAMCATH U 3arpy3UTh;

4. Ecnu Tbl TOBOPHUILB C JIFOJAbMH, KOTOPBIX HE 3HAECIIb, HE UCIIOJIb3YH CBOE pealbHOE
UM U JIPYTYIO JMYHYI0 MH(QOPMALKIO: MUMs, MECTO KMTEIbCTBA, MECTO yueObl U
poyee;

5. U36erait pazmemienust ¢potorpaduii B UnTepHeTe, re Thl U1300pa)kKeH Ha MECTHOCTH,
110 KOTOPOM MOKHO OIpPEAEIUTh TBOE MECTOIOJIOKEHHE;

6. Ilpu peructpanum B COLMAIBHOM CE€TH HEOOXOAWMO MCIIOJIb30BATh CIIOXKHBIE
[apoJiv, COCTOALIME U3 OYKB U LU(P U C KOJIMIECTBOM 3HAKOB HE MeHee §;

7. Jlnst counanbHOM CETH, MOYTHI U JPYTHX CaiTOB HEOOXOIMMO MCIOJIb30BAaTh pa3HbIe
napoiu. Torna eciau Te0st B3IOMAIOT, TO 3JI0YMBIIUIEHHUKH MOJTy4YaT JOCTYH TOJIBKO
K OZTHOMY MECTY, a HE BO BCE Cpasy.

OnekmpoHmubie OeHbeu

SHeKTPOHHBIe JCHBI'M — 3TO OYCHb y,[IO6HI>II71 croco0 HJIaTe)Keﬁ, OIHAKO CYIICCTBYIOT

MOIICHHUKH, KOTOPBIC XOTAT IIOJYYUTh 3TH JCHBI'U.

9J'I€KTp0HHBI€ JCHbI'U ITIOABUINCH COBCEM HE€AABHO M MMCHHO H3-3a 3TOI'O BO MHOTHX

rocyaapCTrBax A0 CHUX IIOP HEC IMPOIIMCAaHO IIPO HUX B 3aKOHAX.

B Poccun xe oHM (QYHKUMOHMPYIOT MU O HHMX YK€ MNPOINUCAHO B 3aKOHE, I/€ HX
pa3ensAoT Ha HECKOJbKO BHUJOB — AHOHUMHBIE M HE aHOHMMHbIE. PasHuna B TOM, 4TO
aHOHUMHBIE — 3TO T€, B KOTOPBIX Pa3pelIaeTcs MPOBOJIUTH ONEpanuu 0e3 HIACHTHUPHUKAIIH

II0JIB30BAaTCJIs1, @ B HCAHOHUMHBIX I/I,Z[eHTI/I(I)I/IKaHI/II/I I10JIL30BaTEIs SBIISICTCS 00513aTEIIHLHOM.

Takxe ciaemyeT pa3auyarh 3JIEKTPOHHbIE (pUATHBIE JEHbIU (PaBHBI FOCYAAPCTBEHHBIM

BaJIOTaM) M JIEKTPOHHBIC HE(PHATHBIEC JCHBIU (HE PaBHBI TOCYIaPCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI 110 O€30MaCHOM paboTe C ANEKTPOHHBIMU JIEHbIAMHU:
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1. TlpuBsku K cueTy MOOWIBHBIN TenedoH. DTo caMblil yIOOHBIN U OBICTPBIA CrIOCOO
BOCCTAHOBHTH JIOCTYH K cueTy. [IpuBs3anHbIil TenedoH MOMOXKET, eciu 3a0yaentb
CBOM IUIATEKHBIN NTApOJIb WM 3alEIIb Ha CAUT C HE3HAKOMOTI'O YCTPOMCTBA;

2. Hcnonw3yit onHopa3zoBble naposid. Ilocne mepexoja Ha YCHIIEHHYIO aBTOPHU3ALMIO
Tebe yxe He OyAeT yrpokaTb OMACHOCTh KpakM MJIM IepexBaTa IUIaTeKHOTO
1apoJIs;

3. Boibepu cnoxublii mapons. [IpectynHukam OyneT He NMPOCTO yrajaThb CIIOXKHBIH
naposs. HagexxHple naponu — 3T0 napoju, KOTOPbIE COAEpKaT HE MEHee 8 3HAKOB U
BKJIIOYAIOT B Ce0sl CTPOYHBIE M MPONUCHBIE OYKBbI, HU(PBI U HECKOJIBKO CUMBOJIOB,
TakMe KaK 3HaK Joiuiapa, (yHTa, BOCKJIMIATENIbHbIA 3HaK M T.n. Hampumep,
$tROng!;;

4. He BBOIM CBOM JIMYHBIE JaHHbIE HA CaiiTax, KOTOPHIM HE JIOBEpsCLIb.

QJZQKWZPOHHCI}Z nouma

DJIEKTPOHHAs MOYTa — 3TO TEXHOJIOTUS U MPEIAOCTABISEMbIE €10 YCIYTH IO MEePEChUIKE
U TOJYYEHUIO AJIEKTPOHHBIX COOOIICHUH, KOTOPBIE PACTPEEIIIOTCS B KOMIBIOTEPHOU CETH.
OObBIYHO 3JIEKTPOHHBIIN HOYTOBBIN SITITUK BBITJISIITUAT CIEIYIOLIAM o0OpazoM:
UMs_TIOJIb30BaTEIII(@UMS_JTIoOMeHa. Takke KpoMe TMepelayd IPOCTOro TEKCTa, HMeeTcs
BO3MOKHOCTbH TTepeiaBaTh (paiibl.

OcHOBHBIE COBETHI IO 0€30MacHOM padoTe C IEKTPOHHON MOYTOM:

1. Hamo BBIOpaTh NpaBWIIBHBIA IOYTOBBIA cepBHC. B HHTepHETE €CTh OIpPOMHBIN
BBIOOp OecIIaTHBIX MOYTOBBIX CEPBUCOB, OJHAKO JY4YIIEe JOBEPSATh TEM, KOTO
3HACIIb U KTO NEPBBII B PEUTHHTE;

2. He yxa3piBail B 1MYHOM moyte JuuHyro uHpopmanuio. Hanpumep, nydiie BeIOpaTh
«MY3bIKaNbHBIN _(hanat@» nnn «pok2013» BmecTo «temal3y;

3. Ucnonp3yil HABYXAITamHYyI0 aBTOPU3ALMIO. IJTO KOTJAa TOMHMO TMapoJisi HYXKHO
BBOJIUTH KOJI, MPUCHIIaeMbIil 0 SMS;

4. BpiOepu CIOXHBIA Mapoib. s KakJ0ro MOYTOBOTO SIITUKA JOJKEH OBITH CBOM
HAJIC)KHBIM, YCTOWYHUBBIN K B3JIOMY 1apOJIb;

5. Ecaum ecTh BO3MOKHOCTH HANMCaTh CAaMOMY CBOM JIMYHBIA BOIPOC, UCTOJIB3YH 3Ty
BO3MOYHOCTb;

6. Vcnonb3yil HECKOJBKO TOYTOBBIX SIIUKOB. [lepBbIN 11 4acTHOW MEPENUCKU ¢
ajgpecataMu, KOTOPBIM Thl JOBEpsiellb. IJTO DJIEKTPOHHBIA aJpec HE HaJlo
UCIIOJIb30BATh MPHU PETUCTpAlUU HA (OpyMax U calTax;

7. He oTkpwiBaii ¢aiiiabl U apyrue BIOKEHUS B MUChMax JaXXe €CJIM OHHM MPHUIIUIA OT
TBOUX JApy3eil. JIydiie yTouHu y HUX, OTIIPABIISIIN JIM OHU TeOe 3TU (Haiisbl;

8. Ilocne oxoH4aHusi pabOTHI HA MOYTOBOM CEPBHUCE Iepei 3aKPHITHEM BKIAJIKH C

caiftom He 3a0yb HaXKaTh Ha «BeIATIY.
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Kubepbynnune unu supmyanvroe uz0eeamenbcmeo

KuGepOymnmuur — mpecienoBaHue COOOUICHUSIMHU, COJAEPXAIIUMH  OCKOpPOJICHHUS,

arpecCuio, 3alryruBaHue; XyJIuranCTBO, COONAJIbHOC 60ﬁKOTHp0BaHHC C IMOMOIIIBIO PA3JINYHBIX

HHTCPHCT-CCPBUCOB.

OcHOBHBIE COBETHI IO 60pPHOE ¢ KHOEPOYITHHTOM:

1.

He Opocaiicst B 60#. JIyumuii cnoco0: MOCOBETOBATHCS Kak ceOsl BECTU U €CIU HET
TOTO, K KOMY MOXHO OOpaTUThCS, TO BHA4aJle yCHOKOWThCSA. Eciu Thl HayHElIb
OTBeYaTh OCKOPOJEHUSIMU Ha OCKOpPOJICHHS, TO TOJBKO eIlle OoJblle pa3oxiKellb
KOH(JIUKT;

VYnpasindii cBoeil kubeppenyTanmei;

AHOHUMHOCTH B ceTu MHHMas. CyIIeCTBYIOT CIOCOOBI BBISICHUTH, KTO CTOHUT 3a
AHOHUMHBIM aKKayHTOM;

He crout Bectn Xynuranckuii o6pa3 BUPTyajbHOU Xu3HHU. VHTEepHET PuKcHUpyeT
BCE TBOU JICUCTBUS U COXPAHACT UX. Y JAIUTh UX OyAET KpailHe 3aTpyAHUTEIHHO;
Coburonait cBOM BUPTYaIbHYIO YECTh CMOJIOAY;

Urnopupyit eauHuunbiii HeratuB. OJHOpPa30BbIe OCKOPOUTENBHBIE COOOIICHUS
Jy4iie urHopupoBaTh. OOBIUHO arpeccusi MpeKpaniaeTcsi Ha Ha4YaabHOW CTaNH;

ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIICHUSMH, B
COLIMANIBHBIX CETAX €CTh BO3MOYKHOCTb OJIOKHPOBKM OTHPAaBKU COOOUIEHUH C
ONpEJIETICHHBIX aJIPECOB;

Eciu T1B1 cBugerens kubepOyumnra. TBow [eWCTBUSA: BBICTYNHUTH TPOTHB
npeciefoBarens, OKa3aTb €My, YTO €ro JeHCTBUS OLICHUBAIOTCS HEraTHBHO,
NOJJIEPKaTh JKEPTBY, KOTOPOM HY)KHa IICHUXOJIOTMYECKasl MOMOIb, COOOUIUTh
B3POCJIBIM O (DaKTe arpecCCUBHOTO MOBE/ICHUS B CETH.

Mobunvubiii menegon

CoBpeMeHHBIC CMapTdOHBI W IUIAHIIETHl COJEpKaT B ceOe BIOJHE B3POCIBINA

(GyHKIIMOHAN, U TENepb OHM MOTYT KOHKYPHUPOBAaTh CO CTAI[MOHAPHBIMH KOMITBIOTEPAMHU.

OnmHako CpeACTB 3aIIUTHI JJIsI TOJJOOHBIX YCTPONUCTB MOKAa OUYEHb MaJio. TeCTUpOBaHUE U TTOUCK

y5[3BI/IMOCT€I‘/JI B HUX IMPOHUCXOJUT HC TaK MHTCHCUBHO, KaK JJIA HK, TO K€ CaMO€ Kacac€TCsa nu

MOOMJIBHBIX TPUIIOKEHUH.

COBpeMeHHBIG MOOMJIbHBIE 6pay3ep},1 YKC€ MPAaKTUYCCKU NOTHAaJIM HACTOJBbHBIC aHAJIOTH,

OAHAaKO pacCIIupeCHHUC (bYHKHI/IOHaJ'Ia BJICYCT 3a COOOI 60J'H)IHYIO CJIO)KHOCTb M MCHBIIYIO

3alUIICHHOCTBD.
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I[aJ'ICKO HC BCC MPOU3BOJUTCIIN BBITYCKAIOT 06HOBJ’ICHI/I$I, 3aKPbIBAOINEC KPUTUUICCKHUC

YSA3BUMOCTH ISl CBOMX YCTPOMCTB.

OCHOBHBIE COBETHI /I 0€30IMaCHOCTH MOOMJILHOTO TeedoHa:

1. Huyero He sBNsieTCS TO-HACTOSIIIEMY OecruiaTHBIM. bynb ocTopoXkeH, Belb Koria
TeOe TpemIaraloT OeCIUIaTHBI KOHTCHT, B HEM MOTYT OBITh CKPBITHI KaKHE-TO
MJIaTHBIC YCIYTH;

2. Jlymaii, mpexje 4yeM oTrpaButb SMS, ¢poTo wim Buaeo. Thl TOUHO 3HACIID, T/I€ OHU
OyAyT B KOHEYHOM UTOTE?

3. HeoOxomammo 0OHOBISATH OMEPAIIMOHHYIO CHCTEMY TBOETO cMapTQOHa,

4. Vcmonp3yit aHTUBHPYCHBIE IPOTPAMMBI JIJII MOOMIIBHBIX TeIE(OHOB;

5. He 3arpyxkail TpWIOKEHHS OT HEHW3BECTHOIO MCTOYHHMKA, BEJAb OHH MOTYT
COJIEpKaTh BPEIOHOCHOE MPOTPAMMHOE 00ECIICUEHNE;

6. Ilocie Toro kak Thl BBIAJEIIH C CaiiTa, T/IC BBOAMWI JIMIHYIO HH(DOpMAIUIO, 3aii B
HACTPOWKHU Opay3epa u yJaanu cookies;

7. llepwomuueckw TpoOBepsid, KakuWe IUIaTHBIE YCIYyTd aKTHBHPOBAaHBI Ha TBOEM
HOMEDE;

8. JlaBaii cBOii HOMEp MOOWIBHOTO Tene(oHa TOJIBKO JIFOISIM, KOTOPHIX ThI 3HACHIH U
KOMY JIOBEPSICIIIb;

9. Bluetooth momken OBITH BBIKIIOYEH, KOTJa Thl MM HE TOJb3yemibcsa. He 3a0biBaii
WHOT/Ia TIPOBEPSTH 3TO.

Online uepwi

CoBpeMEHHBIE OHJIAMH-UTPBl — O3TO KpacOYHbIC, 3aXBAaTBIBAIOIME DPAa3BIICUCHUS,
0OBEANHSIONINE COTHH ThICSY YEJIOBEK M0 BceMy MHUPY. Urpoku UCCIenyoT JaHHBIM UM MHUp,
00IIat0TCs APYT € APYrOM, BBIIOIHSIOT 33aHUs, CPAXKAIOTCS C MOHCTPAMH U MOJIY4atOT OIIBIT.
3a yI0BOJBCTBHE OHH IUIATST: MOKYMAIOT TUCK, OTUIAYMBAIOT aOOHEMEHT WM NMPHOOpPETaoT
KAKHe-TO OIIIHH.

Bce 3t cpeactBa uayT Ha NONJEp)KAHME W Pa3BUTHE WIPBI, a TaKXKE Ha camy
0€3011aCHOCTh: COBEPIIEHCTBYIOTCS CHUCTEMbl AaBTOPH3AlMM, BBITYCKAIOTCS HOBBIE IaT4H
(urdpoBbIe 3aIUIATKH 1711 IPOrPaMM), 3aKpbIBAIOTCA YSI3BUMOCTU CEPBEPOB.

B HOI[O6HBIX HUrpax CTOUT OIMacaTbCsa HE CTOJBKO CBOHUX COIICPHUKOB, CKOJIBKO KpaKu

TBOCTO MapoJjisd, HAa KOTOPOM OCHOBAHA CUCTECMA aBTOPpHU3allUN OOJIBIIMHCTBA urp.

OcHOBHBIE COBETHI 110 O€30MACHOCTH TBOETO UTPOBOTO aKKAyHTA!
1. Ecnu npyroii urpok BemeT ce0s IMIOXO0 WM co3faeT TeOe HEempusSTHOCTH,
3a0JIOKUPYH €T0 B CITUCKE UTPOKOB;
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No ok ow

[loxanylica agMUHHACTPATOpPaM HWIPBI Ha IUIOXO€ IIOBEIACHUE 3TOI0 HIPOKa,
JKEJIATENbHO NPUII0KUTH KAKUE-TO T0KA3aTEIbCTBA B BUIE CKPUHOB;

He yka3biBait mruanyto nHGOpMAITUIO B Mpodaiisie Urpsl;

YBaxkal Ipyrux y4aCTHUKOB I10 UTPE;

He ycranaBnuBaii HeopuuuanbHble TaTYU U MOJIBI;

Hcrons3yi CI0KHBIE U Pa3HbIE IApOJIN;

Jlaxxe BO BpeMsi UIpbl HE CTOMT OTKJIKOYaTh aHTUBHpYC. Iloka Thl urpaeuib, TBOM
KOMITBIOTEP MOTYT 3apa3uTh.

Duwune unu Kpaoica Tu4Hblx OAHHbBIX

OOBIUHOM Kpa>1<e171 JACHCIT U INOKYMCHTOB CCTOAHS YXXC HHUKOI'O HC YIWBHIIL, HO C

pasBUTUCM I/IHTepHeT-TCXHOHOFI/Iﬁ 3JIOYMBIIIUVICHHUKHA TECPEMECTHIINCE B I/IHTepHeT, u

MMpoaO0JIKAIOT 3aHUMATBLCS «TIOOMIMBIMY JCJIOM.

Tak nmosiBUnachr HOBas yrpo3a: HHTCPHCT-MOIICHHUYCCTBA HUIIHU (1)I/II_HI/IH1“, I’1aBHas 1L CJIb

KOTOPOTO COCTOUT B MOJTYYCHHUH KOH(I)I/II[CHI_[I/IEUIBHBIX JaHHBIX MMOJIB30BaTeNIC — JIOTMHOB H

napoJjeil. Ha anrnuiickom s3eike phishing untaercs kak ¢umuHr (ot fishing— psiGHas nosis,
password— mapoJs).

OcHoOBHBIE COBETHI 110 OOPHOE ¢ HUITUHTOM:

1.

Cnenu 3a cBOMM akkayHTOM. Ecnu Thl mojo3peBaellb, YTO TBOSA aHKeTa Oblia
B3JIOMaHa, TO HEOOXOJUMO 3a0JIOKHPOBAaTH €€ U COOOLIUTH aJIMUHUCTpaTOpam
pecypca 00 3TOM Kak MOKHO CKOPEe;

Wcnonb3yii Oe3omacHble BeO-cailThl, B TOM YHUCJIE€ HWHTEPHET-Mara3uHoB U
MOMCKOBBIX CHCTEM;

Hcrnonb3yii cloXHbIE U pa3HbIe Mapoiau. Takum o0pa3om, eciiu Tedsi B3IIOMAIOT, TO
37IOYMBIIIEHHUKHU TOJIyYaT JOCTYM TOJBKO K OJHOMY TBOEMY NMPO(UIIIO B CETH, a
HE KO BCEM;

Eciu 1ebs B3710Manu, TO HEOOXOAMMO MPEIYNPEIUTh BCEX CBOMX 3HAKOMBIX,
KOTOpBIE JT00ABJICHBI Y T€OS B IPY3bSIX, O TOM, YTO Te€Os B3JIOMAIU U, BO3MOXHO, OT
TBOETO UMEHU OyZIeT pacChlIaThCs CIIaM M CChUIKU Ha (DPUIIUHTOBBIE CANTHI;
Ycranosu HajexHbl napois (PIN) Ha MoOubHBIN TenedoH;

OTKIII0YM COXpaHEHHE MapoJisi B Opaysepe;

He otkpeiBaii Qaiinel ¥ Apyrue BIOKEHUS B MHCbMAax JaKe €CIM OHU MPHIUIA OT

TBOMX Jpy3eil. JIydie yTouHu y HUX, OTHPABIISUIA JIH OHHU TeOe 3TH (Paitibl.

Lugposas penymayus
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[{udposas penmyranus — 5TO HETaTUBHAS WM MO3UTHBHAsI HHPOpPMAIHs B ceTH O Tebe.
Komnpomerupyromas nadopmanusi, pazmeniennas B IHTepHeTe, MOXKET Cephe3HBIM 00pa3oM
OTpPa3UThCS Ha TBOCH peanbHOM ku3Hu. «L{udpoas pemyranus» — 3T0 TBOM UMUK, KOTOPBIN
dhopmupyetcs u3 uadopmaiuu o Tede B inTepHere.

TBoe MecTO JXHUTENIbCTBA, Yy4eObl, TBOE€ (MHAHCOBOE TMOJIOKEHUE, OCOOCHHOCTH
XapakTepa ¥ pacckasbl 0 OJU3KUX — BCE 3TO HAKAILJIUBACTCS B CETH.

MHorue moapOCTKH JETKOMBICIICHHO OTHOCATCS K MyOJUKAIMK JTHIHOW HHPOPMAITUHU B
WNuTepHeTe, He MOHUMAs BO3MOXKHBIX MTOCJICCTBAN. ThI Tayke HE CMOXKEITb TOTAIAThCS O TOM,
qyro Qororpadus, pazMelieHHas S5 JEeT Hazajl, craja NMPUYMHOW OTKa3a NpPUHATH TeOs Ha
pabory.

KomMmenTapuu, pasmemienue TBoux ¢oTorpaduii u Apyrue JeHWCTBUS MOTYT HE
UCYE3HYTh JaXK€ IOCHI€ TOro, Kak Thl UX YA&JIWIb. Thl HE 3HAEIIb, KTO COXpPaHWI 3Ty
uH(pOpMaIMIo, Iomajia J1 OHA B MOMCKOBBIE CUCTEMbI U COXPAaHWIJIACh JIU OHA, a IJIABHOE: YTO
MOAYMAIOT O Te0e OKpY’)Karollee JIt0AU, KOTOpPhIe HaWIyT U YBUAAT 3T0. Haittu undopmaiuio
MHOTO JIET CIIYCTSI CMOXET JI00W — Kak W3 J0OpBIX MOOYXKAEHHH, TaK U C HaMEpEHUEM
IPUYUHUTD Bpea. ITO MOXKET ObITh KTO YI'OJHO.

OcHOBHBIE COBETHI 10 3aLIUTE HUPPOBOIl penyTaluu:

1. Tlomymaii, mpexje 4eM 4YTo-TO IyOJIMKOBaTh W INepenaBaTh y ce0s B Oiore wiu B
COIIMAJILHOM CeTH;

2. B Hactpoiikax mpoduis yCTaHOBH OTPaHUYEHHS] HA MPOCMOTP TBOEro Mpoduis u
ero COICPIKUMOTO, CCNAl €Tr0 TOIBKO «IUIS APY3Ei»;

3. He pa3memait u He yka3bpiBail HHPOpMAIIHUIO, KOTOPast MOXKET KOT0-JIM00 OCKOPOIATH
WA OOVIKATh.

Aemopckoe npaso

CoBpeMEHHBIE NIKOJIBHUKH— AaKTHUBHBIC TOJH30BATENM LU(PPOBOTO TMPOCTPAHCTBA.
OpaHako JaneKko He BCE 3HAIOT, YTO MOJIb30BAaHUE MHOTUMHU BO3MOKHOCTSIMU IHU(PPOBOTO MHUpa
TpebyeT coOII0ACHUS MTPaB Ha UHTEIJIEKTYaIbHYI0 COOCTBEHHOCTb.

TepMI/IH CMHTCJUICKTYAJIbHAA COOCTBEHHOCTB» OTHOCHTCS K Pa3iInYHbBIM TBOPCHHUAM
YCJIOBCUCCKOI0 ymMa, HaYWHAasA C HOBBIX I/1306peTeHI/II\/’I N 3HAKOB, O603Ha‘-IaIOHH/IX
COOCTBEHHOCTh Ha NpOAYKTBI M YCIYIrM, MW 3aKaH4YMBasA KHHUTI'dMU, (bOTOFpa(i)I/IHMI/I,

KI/IHO(i)I/IJ'H)MaMI/I 1 MY3BbIKAJIbHBIMHU ITPONU3BCACHUAMMU.
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ABTOpCKME TMpaBa — O3TO IpaBa Ha HHTEIUIEKTYaJbHYI0 COOCTBEHHOCTh Ha
MPOU3BEICHUS HAyKH, JIUTEPATYPhl U UCKYCCTBA. ABTOPCKUE IpPaBa BBICTYMAIOT B KaueCTBE
rapaHTUU TOTO, YTO MHTEIIEKTYaIbHBIN/TBOPUECKUN TPy aBTOpa HE OYJET HallpacHbIM, J1acT
€My CIIpaBe/UIMBbIE BO3MOXXHOCTHU 3apalbO0TaTh Ha pe3ylbTaTax CBOETO TpPyAd, IMOIYYUTh
W3BECTHOCTh W mpu3HaHue. Hukto 6e3 paspelieHus aBTOpa HE MOMKET BOCIPOU3BOJUTH €rO
MIPOU3BEICHHE, PACIIPOCTPAHATh, MyOJIUYHO AEMOHCTPUPOBATH, MPOAABATh, UMIIOPTUPOBATH,
mycKaTh B MPOKAT, MyOIMYHO UCIIONHSTH, MOKAa3bIBATH/UCIIOIHATH B 2QUpe WIK pa3MenaTh B
HnrepHere.

Hcnonp3oBanue «IHUPATCKOro» IMpPOrpaMMHOTO oOecrieueHusT MOIKET IMPpHUBCCTU K
MHOTUM pUCKaM: OT IIOTCPU JAaHHBIX K TBOUM dAKKayHTaM 10 6JIOKI/IpOBKI/I TBOCTO YCTPOﬁCTBa,
rA¢ YyCTAHOBJICHA HCJICTaJIbHAA IIporpaMma. He crout Taxxke 336I>IBaTL, 4YTO CYHICCTBYCT
JIETabHBIC B OCCIIaTHEIC nporpaMmabl, KOTOPBIC MOKHO HAWTHU B CCTH.

O nopmane

CereBUYOK.p) — TBOM TIJIABHBIM COBETYMK B CETU. 3JECh Thl MOXKEIIb y3HATH O
0€30MacHOCTH B CETH MOHSTHBIM U JOCTYITHBIM SI3BIKOM, a TIPY BOSHUKHOBEHUU KPUTHUUECKOU
CUTYallud OOpaTUTHCA 32 COBETOM. A TaKke MPHUHITh y4acTHE B KOHKYpCax U CTaTh CaMbIM
U (POBBIM FPpaKIaHUHOM!
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